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HOBAS ITAPAJIUTMA IIU®POBOM TPAHC®OPMAILIUU CMAPT
YIPABJIEHUA MYJIbTUITAPAMETPUYECKUMU CUCTEMAMUAU

Abstract. The purpose of this work is to improve the quality of the management process of the
monitoring territorial service and prevention of emergency situations system. The goal is to solve the
problem of the management system by improving the information and analytical support. In the
proposed study, two scientific and practical tasks are solved: the development of a formal method for
quantifying the quality of management of a complex multi-criteria organizational and technical
system under conditions of statistical uncertainty of management agents; formalization of the process
of quantitative assessment of decision-making risks in the environment of statistical uncertainty of
management agents. Probabilistic and simulation models have been developed to solve the tasks of
assessing and predicting the risks of control and decision-making, under conditions of statistical
uncertainty. The verification of theoretical prerequisites is implemented by computer modeling using
a software application developed for these purposes. The developed multi-approach methodology of
integrated quantitative assessment of the quality of management of the territorial system of
monitoring and prevention of emergency situations is new in the class of solving such problems.

Keywords: management; emergencies; process; model; risk; distribution law; information;
uncertainty, monitoring.

Anpgarna. JXyMBICTBIH MaKcaThl — TOTEHIIE KaFIaiIapAblH MOHUTOPUHTI KOHE aJJBIH Ay
OolibIHIIa ayMaKTBIK KbI3MET >YHeciH Oackapy NpOIECIHIH camacblH apTThlpy. MeHeIKMEHT
KYMECIH aKMmapaTThIK-aHAJTUTUKAIBIK KaMTaMachl3 €TYAl KETULNIPY apKbUIBI MakKcaTKa >KeTy
YCBIHBUIBIT OTBIP.

¥YCBhIHBUIFAH 3€pTTey/ie €Kl FhUIBIMU-TIPAKTUKAIBIK MIHJET MIEHIUIIl: 6acKapy areHTTepiHiH
CTaTUCTHUKAJIBIK O€NTici3/iri >karnailblHAa KypAeni Kol KpUTEepHalAbl YHBIMABIK-TEXHUKAIBIK
KYHeH1 Oackapy camachlH CaHABIK OaranaynblH (opmanbapl 9ICIH jkacay; OakplIay areHTTEpiHIH
CTaTUCTUKAIBIK OENTiCi3airi jkaFaaiblHAa IIennM KaObUilay ToyeKeNJepiH CcaHIbIK Oaranay
MPOIIECIH peciMIey.

bakputay >koHe mienrimM KaObUiay ToyekenzepiH Oaranay jkoHe OoipKay MiHAETTEepiH LIelry
YIIIH CTAaTUCTUKAIBIK OENTiCIi3iK >KaFdailblHIa BIKTUMAIIBIK KOHE HMUTAIUSIBIK MOJICIbIED
93ipIIeHII.

Teopusanbik Oomkammapasl TEKCEPYy OCHI MakcaT YIIH d3ipJieHreH Oarmapiamaltbik
KOCBHIMIIIAHBI TTalijallaHa OTBIPHII, KOMIIBIOTEPIIIK MOACIBCY aPKBLIBI )KY3€Te aChIPbLIa/IbL.
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Terenmie »xarmaiimapAplH MOHUTOPUHIT MEH aJJIbIH allyJIbIH ayMaKThIK JKYyHeciH Oackapy
camachlH KeIIEH 1 CaHIbIK OaralayablH 931pJICHIEH KOIl JKaKThl 9MIICTeMeCi OCBhIHIAN Macemenep/ii
IIeTy KJIACHIH/IA YKaHa OOJIBIN TaObLIA IbI.

Tyilin ce3mep: Oackapy, TOTCHIE >Xarjaaiiap; MPOIECC, MOJEIb;, TOYEKeN, 06y 3aHBI;
aKnapat; Oenrici3fiK, MOHUTOPHUHT.

AHHoTanus. L{enbro paboTh ABISETCS MOBBIILIEHUE KaUeCTBA IPOLIECCa YIIPABIECHUS CUCTEMBbI
TEPPUTOPUANBHON CIIy’)KOBI MOHUTOPHHTAa W TPEAYPIPEKACHUS YPE3BBIYAMHBIX CHTYalUH.
JlocTwkeHue Lenu Ipejularaercs pelmarb IyTeM COBEPIIEHCTBOBAHUS MHGOPMALMOHHO-
aHAJIUTHYECKOTO 00ECIIeUeHHs CUCTEMbI YIpaBieHus. B mpemiaraeMoM HCCIIEJOBAHUU PEIIAIOTCS
JIBE HAyYHO-PAKTUYECKHE 3aJaud: pa3paboTka (GOpPMaIbHOTO METOAAa KOJIUYECTBEHHOTO
OLICHMBAHMS KaueCTBa YIPABJICHUS CI0KHOM MHOTOKPUTEPUATIbHON OPraHU3allMOHHO-TEXHUYECKON
CHCTEMOW B YCJOBHUSX CTaTUCTHYECKOW HEONPEAEICHHOCTH areHTOB yIpaBieHUs; (popmanuszanus
rporecca KOJWYECTBEHHOI'O OLICHMBAHUS PHUCKOB IPHUHATHS PELICHUH B Cpele CTaTHCTHYECKOU
HEOINPEACIEHHOCTH AareHTOB yIpaBieHHs. /[l pelleHue IIOCTABJICHHBIX 3aJad OLCHKU U
IIPOTHO3UPOBAHUS PUCKOB KOHTPOJS M TPUHATHS PELUICHHM, B YCIOBHUSX CTaTHCTUYECKOU
HEOIPEENIEHHOCTH, pa3paboTaHbl BEPOSATHOCTHAs M HMUTAlMOHHble Mozenu. IIpoBepka
TEOPETUYECKUX MPEANOCHUIOK PEAIM30BaHa KOMIIBIOTEPHBIM MOJEINPOBAHUEM C HCIIOJIb30BAaHUEM
IIPOrpPaMMHOTO IIPUJIOKEHUS, pa3pabOTaHHOTO AJis 3TUX Leneil. PazpaboTanHas MHOTrOMOAX0AHAS
METOAMKAa  HMHTETPUPOBAHHOIO  KOJMYECTBEHHOIO  OLICHMBAHUSA  KAadecTBa  YIPABIICHUSA
TEPPUTOPUATIBHON CUCTEMbl MOHMTOPHHIA U MPEAYIPEKICHUS YPE3BbIYAHBIX CUTYALUN SBIISIETCS
HOBOM B KJIacCE pelIeHUs T0J00HBIX 3a/a4.

KuroueBble cioBa: ymnpaBlIeHHE, YpE3BbIYAWHBIE CHUTYalMM; IPOLECC; MOAECIb; PHUCK;
3aKOH pacnpesieseHus; HHPOopMalus; HEONPeAeIeHHOCTb, MOHUTOPHHT .

Introduction. Current trends in digital transformation of socio-economic processes. Solving
complex managerial problems in practical management remains impossible without the use of new
digital information technologies [1,2]. Information technologies play a special role in decision-
making processes, which include all stages of management processes. Emergency management
system is one of areas where scientific and technical methods are intensively used and developed.
With the advent of space tools, new information technologies, robotics, unmanned aerial vehicles
(UAVs), artificial intelligence (Al), big data (Bl) and VLC technologies, the managing business
processes principles in operational organizations in this field have changed, monitoring and control
of emergency situations [5].

Currently, attention has been drawn to the fact that emergencies and subsequent hazards such
as fires, floods, and floods cause huge losses, especially in the agricultural sector, where these events
put large areas of suitable fertile land out of production or stop planned operations. Improving the
quality of analytical functions in developed information systems is solved by intellectualizing data
processing processes. It is true that all intelligent technologies have the concept of "SMART", which
is interpreted as "SMART" or "thinking" [6-8]. Often, this concept is given the meaning of another
term "convergence" and robustness, which is also used in literature and research [9, 10].

Recently, a new form has appeared in the field of emergency management and control, where
the control of natural and man-made hazards plays a key role, a system with the general name -
"Agriculture". The phrase "agriculture” appeared relatively recently [5].

Relevance. The research methodology is based on the geosystem approach. In this
interpretation, the geosystem is considered as a special class of management agents of the system,
where natural agents are systematically connected with each other and interact with the cosmic sphere
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and human society as a certain whole. In the tasks of assessing and predicting the dynamics of natural
phenomena, the following are used as applied tools for formalization of geosystem approach methods:
expert assessments, geographic similarities, functional dependencies, probabilistic and simulation
models, fuzzy sets, agent-based approaches.

The issue of receiving, processing, transmitting and protecting information is very important in
currently used information-analytical systems. Information and analytical support of complex multi-
parameter stochastic programmable control systems with control factors and the problem of control
and decision-making in conditions of statistical uncertainty of vague data is particularly relevant.

Scientific news. A new approach to solving information security problems at the technical level
is solved using VLC technologies [3]. The statistical uncertainty of the factors and parameters of
control agents leads to the emergence of risks at the decision-making stage.

This fact cannot be eliminated, therefore, in the latest edition of the 1ISO 2015 standard,
regardless of the industry and legal subordination, in each new project, the manufacturer's risk and
the consumer's risk are differentiated, and the quantitative assessment of risks is necessarily regulated.

This problem can be solved only by using mathematical apparatus and computer technologies.
This problem is especially relevant in the systems of ensuring and preventing the safety of socio-
economic objects from natural and man-made threats.

Organizationally, this is solved by creating special state and territorial services. Risks arising
in decision-making stages in these organizations and situations are accompanied by huge costs for
the population, therefore risk prediction and monitoring at a new scientific and technical level is an
urgent task. Special automated systems of territorial management have been created and are being
improved to ensure monitoring and control processes of natural and man-made threats in the
environment. The basic version includes the structural-functional model of modern automated control
systems [9, 10].

The peculiarity. Hardware in computer technology is structured and schematically resolved
according to functional design goals. In automated control and monitoring systems of natural and
man-made hazards, much scientific and practical attention is paid to instrumental control and
measurement equipment. The scientific and practical feature and novelty of the work is the use of
space monitoring tools, which are considered not as a local agent in the technological process of
management, but as a target integration with multi-agent support in the system process.

Mathematical software is aimed at solving technical and economic problems of general
systemic nature and operational technological level. The software determines the SMART level of
the system. The latter includes management and control risk assessment and forecasting.
Mathematical software in modern SMART systems plays a key role and determines the level of its
"intelligence".

Innovativeness. On the basis of software provision, the system will have an applied
technological purpose, which will provide the functions of the planned ideas.

The importance of work. Information provision of the system has its own disciplinary features
and significantly affects the goals and principles of its design and use. In the concept of this system,
it is necessary to implement general management from one center and to consolidate general technical
and economic information. Information necessary for current technological purposes is concentrated
in the database of local control centers.

Discussion. Organizational and methodological provision in accordance with legal norms,
industrial and socio-economic conditions requires specific solutions and methods in each specific
case.
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Due to the high requirements for the accuracy and safety of the system in question, there are
high requirements for metrological support. Due to insufficient knowledge on this issue, special
research is needed. The metrological requirements of the ISO 9001:2015 standard were used in this
work.

There is a random error in the measurement procedure [3]. The most important characteristic
of random error is the distribution law. Research shows that random error can be approximated by
three laws: Gauss's law, Weibull's law, and the law of equal probability.

In general practice, observational errors are often considered to be due to measurement errors.
Control errors are estimated as the probability of false and undetected defects of Rss and Ryq and are
called producer and consumer risk [4]. Quantification of Rt and Rud approximation depends
significantly on the probability distribution patterns between all the mentioned factors in their plural
combination (composition). Each version of the combination of distribution laws is described by a
specific mathematical or simulation model. The choice of distribution laws depends on the specific
experimental task and is determined experimentally. The multi-parameter and specificity of the
requirements for the quality management system of business processes in the emergency management
environment requires an optimal approach to the selection of control process parameters. This
problem cannot be verified by formal methods and numerical techniques.

The calculation shows that the number of all possible combinations (compositions) of statistical
characteristics, laws and regulatory conditions, when they are fully sorted, amounts to 729 options.

In the proposed work, only some compositions of approximation options that adhere to the
goals and objectives will be considered in the system of monitoring and control of natural and man-
made hazards in the scope of practical feasibility.

Consider the main methodological options for risk control and formation when assessing and
forecasting natural and man-made hazards.

One time limit. The initial stage of modeling studies the option of one-time limitation of the
parameter "from below" controlled by the St norm (Fig. 1).
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Mathematical expressions for approximation errors Rs and Ryg have the following form:
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Probability calculation according to the proposed formulas is carried out in the software
complex of computer modeling. The analysis of simulation results shows that the value of R is often
dependent on the standard value and can reach 30%. The probability of Rus also depends on the
standard size and can reach 15%.

The result of the work. Development of a universal model for estimating and predicting
control errors. In well-known studies, it was assumed that the standards of the lower S, and upper Sy
are symmetrical with respect to the average Sa of the monitored parameter. However, in practice this
condition is not always correct and is not observed. Therefore, it is necessary to consider the
hypothesis about the free location of the standards in relation to the observed average parameter.
Figure 2 shows a graphical scheme of probabilistic modeling in the given conditions.
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Figure 2. Formation of errors during the free placement of standards in the field of the
monitored parameter.

To develop an approximation model, the range of S parameter values is divided into a certain
number of discrete values from Sa - 36s to Sa + 36S. An admissible case is considered when the true
value of the parameter S is greater than S), but less than Sy.

In this example, we propose a hypothesis about the obedience of the studied indicator s to the
Weibull law with a distribution density function

(S8
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The integral distribution law is as follows
(818
F(S)=1-e <« (1)
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Knowing the form of the integral function F(S), we can write for the value j of the parameter

Piy6 = AF; { _fo p(y)dy + Joo ¢(y)dy] 2)
Si _Ss Ss_si

(2) After substituting the expression AFi into the integral function, we get (1).
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By organizing the collection of R according to the range of values of S, we get the approximate
value of Ryq:
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To study the level of risks of the statistical parameters of the models, a software application

was created and a computer experiment was conducted. Figure 3 shows one of the results of modeling
the risk formation process in the control system
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Figure 3. The results of the study of the risk formation model in the control system.

As can be seen from the graphs, the false defect approximation is more sensitive and depends
on the variable ratio of the error to the tolerance value. The overall control reliability (upper curve)
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is particularly sensitive to the ratio of the uncertainty of the error to the uncertainty of the monitored
parameter, which decreases to the 50% level. The increase in the quality of monitoring is reflected in
the tightening of regulations.

Conclusion. An approximate model of control and decision-making risk assessment and
forecasting was created in the context of statistical uncertainty in the scope of the tasks. A software
application was created and a computer experiment was carried out to check the compatibility of the
theoretical prerequisites with the experimental conditions. During the computer experiment, it was
found that the risk can exceed 30% when the value of the measurement uncertainty corresponds to
the accuracy of the uncertainty of the monitored parameter. In addition, it was found that the impact
of uncertainty of standards is greater than the impact of measurement uncertainty.
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